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SCOPE OF WORK

Renewal of existing Firewall (06Nos.) and log analyzer license as per technical
specifications for period of 1 years at three Sub-SLDC (Jambuva-Jetpur-
Gandhinagar.)

Bidder has to supply the Firewall and log analyzer license as per the technical
specifications of the tender.

Bidder has to configure license in the existing Firewall and log analyzer as per
technical requirements and as per the instruction of engineer in charge at SLDC.

Bidder may provide new Fortinet Firewall Model and configure in HA mode as per
existing functionality and technical specifications at three Sub-SLDCs.

Update to the latest recommended firmware & relevant H/W versions and threat
signature.

Bidder has to provide contact details, email address and correspondence address
during the project execution and support — service period.

Bidder has to migrate the existing policy, configuration and settings of Fortinate
Firewall to supplied Firewall if require doing configuration of log analyzer.

The firewall shall be configured as a HA mode at three Sub-SLDCs.

Bidder has to take minimum downtime for installation of license in Firewall and
installation of log analyzer at three Sub-SLDCs.

No tools and tackles or accessories provided during installation of license.

Firewall and log analyzer device shall have all the features and functionality in line
with cyber security guidelines issued by CERT-In and NCIIPC.

Bidder shall be responsible for end to end integration, implementation and policy
deployment as per the requirement of GETCO.

The hardware should cover 1 years on-site warranty support for all component
(Hardware and software) supplied including updating,re-loading,re-configuring of all
software and drivers, if required as and when required by SLDC.

Bidder shall have experienced man power for integration and configuration of Firewall
and log analyzer at three Sub-SLDCs.

Updates Subscription Services: The Updates subscription services should be
provided to SLDC with rights to product upgrades, maintenance releases and
patches released during the subscription period.
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